a2 United States Patent
Wang et al.

US009092352B2

(10) Patent No.: US 9,092,352 B2
(45) Date of Patent: Jul. 28, 2015

(54) MEMORY CONTROLLER WITH WRITE
DATA ERROR DETECTION AND
REMEDIATION

(71) Applicant: Rambus Inc., Sunnyvale, CA (US)

(72) Inventors: Yuanlong Wang, San Jose, CA (US);
Frederick A. Ware, Los Altos Hills, CA
(US)

(73) Assignee: RAMBUS INC., Sunnyvale, CA (US)

(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by O days.

(21) Appl. No.: 14/175,955
(22) TFiled:  Feb.7,2014

(65) Prior Publication Data
US 2014/0223269 Al Aug. 7,2014

Related U.S. Application Data

(60) Continuation of application No. 13/752,324, filed on
Jan. 28, 2013, now Pat. No. 8,656,254, which is a
continuation of application No. 13/398,768, filed on
Feb. 16, 2012, now Pat. No. 8,365,042, which is a

(Continued)
(51) Imt.ClL
G11C 29/00 (2006.01)
GO6F 11/10 (2006.01)
GO6F 13/42 (2006.01)
Ho4L 1/08 (2006.01)
(Continued)
(52) US.CL
CPC ............ GO6F 11/1004 (2013.01); GOG6F 11/10

(2013.01); GO6F 13/4286 (2013.01); HO4L
1/0061 (2013.01); HO4L 1/08 (2013.01); HO4L
1/1867 (2013.01); HO4L 1/0003 (2013.01);
HO4L 1/0008 (2013.01); HO4L 2001/0093

(58) Field of Classification Search
CPC . GO6F 11/10; GO6F 11/1004; GOG6F 13/4286;
HO04L 1/0061; HO4L 1/08; HO4L 1/1867
USPC ..o 714/746,763, 799, 815, 758
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

3,893,072 A 7/1975 D’Antonio et al.
4,363,125 A 12/1982 Brewer et al.

(Continued)
OTHER PUBLICATIONS

“ECC Memory,” Answers.com, http://www.answers.com/topic/eec-
memory, obtained Jun. 20, 2006. 2 pages.

(Continued)

Primary Examiner — Shelly A Chase
(74) Attorney, Agent, or Firm — Morgan, Lewis & Bockius
LLP

(57) ABSTRACT

A controller includes a link interface that is to couple to a first
link to communicate bi-directional data and a second link to
transmit unidirectional error-detection information. An
encoder is to dynamically add first error-detection informa-
tion to at least a portion of write data. A transmitter, coupled
to the link interface, is to transmit the write data. A delay
element is coupled to an output from the encoder. A receiver,
coupled to the link interface, is to receive second error-detec-
tion information corresponding to at least the portion of the
write data. Error-detection logic is coupled to an output from
the delay element and an output from the receiver. The error-
detection logic is to determine errors in at least the portion of
the write data by comparing the first error-detection informa-
tion and the second error-detection information, and, if an
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1
MEMORY CONTROLLER WITH WRITE
DATA ERROR DETECTION AND
REMEDIATION

RELATED APPLICATIONS

This application is a continuation of U.S. application Ser.
No. 13/752,324, filed Jan. 28, 2013, which is continuation of
U.S. application Ser. No. 13/398,768, filed Feb. 16, 2012,
now U.S. Pat. No. 8,365,042, which is a continuation of U.S.
patent application Ser. No. 13/013,779, filed Jan. 25, 2011,
now U.S. Pat. No. 8,132,077, which is continuation of U.S.
patent application Ser. No. 12/479,684, filed Jun. 5, 2009,
now U.S. Pat. No. 7,882,423, which is a divisional of U.S.
patent application Ser. No. 11/330,524, filed Jan. 11, 2006,
now U.S. Pat. No. 7,562,285, entitled “Unidirectional Error
Code Transfer for a Bidirectional Data Link,” which are
incorporated herein by reference in their entireties.

This application is also related to U.S. patent application
Ser. No. 12/479,688, filed Jun. 5, 2009, entitled “Unidirec-
tional Error Code Transfer Method for Bidirectional Data
Link,” now U.S. Pat. No. 7,831,888, which is incorporated
herein by reference in its entirety.

FIELD

The subject matter disclosed herein relates generally to
integrated circuits, methods and systems having error detec-
tion, error correction and/or retry modes of operation using a
bidirectional data link.

BACKGROUND

Low bit-error-rate (BER) communication of data over a
communications channel is often considered an important
requirement in many systems. In the case of memory devices
and systems, fulfilling this requirement is increasingly diffi-
cult due to signaling and circuit limitations. In future memory
devices and systems, scaling of interface circuitry to accom-
modate higher data rates may be restricted by transistor sen-
sitivity and threshold limits. In addition, even though inter-
connect lengths and a loss tangent may be constant, the higher
data rates may increase noise due to an increased bandwidth.
Given constraints on interface overhead and latency, devel-
oping faster interfaces with a low BER may become more
challenging and expensive. This poses a problem, since con-
ventional interfaces in memory devices and systems typically
have an extremely low BER. For example, the BER in the
interface in a dynamic random access memory (DRAM) is
typically less than a soft error rate in the DRAM core, i.e., less
than 1073°. If the BER in the interface increases in future
high-speed designs, ensuring reliability with different pro-
cesses, systems and environments for conventional memory
devices and systems may be difficult.

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding, reference should be made to the
following detailed description taken in conjunction with the
accompanying drawings, in which:

FIG. 1 is a block diagram illustrating an embodiment of a
system.

FIG. 2A is a block diagram illustrating an embodiment of
a controller.

FIG. 2B is a block diagram illustrating an embodiment of a
device.
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FIG. 3 is a diagram illustrating a data stream and an error
code stream in an embodiment of a system.

FIG. 4A is a block diagram illustrating an embodiment of
a controller.

FIG. 4B is a block diagram illustrating an embodiment of a
device.

FIG. 5 is a diagram illustrating a data stream and a com-
mand stream in an embodiment of a system.

FIG. 6 is a block diagram illustrating an embodiment of
generating error code bits.

FIG. 7A is a block diagram illustrating an embodiment of
a controller.

FIG. 7B is a block diagram illustrating an embodiment of a
device.

FIG. 8 is a flow diagram illustrating a method of operation
of'an embodiment of a system.

FIG. 9 is a flow diagram illustrating a method of operation
of'an embodiment of a system.

FIG. 10 is a flow diagram illustrating a method of operation
of'an embodiment of a system.

FIG. 11 is a block diagram illustrating an embodiment of a
system.

Like reference numerals refer to corresponding parts
throughout the drawings.

DETAILED DESCRIPTION OF EMBODIMENTS

A controller is described. In some embodiments, the con-
troller may be a memory controller. The controller includes a
first link interface that is to couple to a first link to commu-
nicate bi-directional data and a second link to transmit unidi-
rectional error-detection information. A first encoder is to
dynamically add first error-detection information to at least a
portion of write data. A first transmitter, coupled to the first
link interface, is to transmit the write data. A first delay
element is coupled to an output from the first encoder. A first
receiver, coupled to the first link interface, is to receive read
data. A second encoder, coupled to an output from the first
receiver, is to dynamically add second error-detection infor-
mation to at least a portion of the read data. A second receiver,
coupled to the first link interface, is to receive third error-
detection information corresponding to at least the portion of
the read data and fourth error-detection information corre-
sponding to at least the portion of the write data. First error-
detection logic is coupled to an output from the first delay
element, an output from the second encoder and an output
from the second receiver. The first error-detection logic is to
determine errors in at least the portion of the write data by
comparing the first error-detection information and the fourth
error-detection information, and is to determine errors in at
least the portion of the read data by comparing the second
error-detection information and the third error-detection
information. If an error is detected, the first error-detection
logic is to assert an error condition.

The controller may include retry logic and/or instructions
to perform a retry remedial action if the error condition is
asserted. The retry remedial action may include re-transmit-
ting the write data using the first transmitter and the first link
interface. The retry remedial action may include re-receiving
the read data using the first receiver and the first link interface
after the read data is re-transmitted by a device.

The controller may include a third encoder to dynamically
add fifth error-detection information to at least a portion of
write mask information, and a second transmitter coupled to
an output from the third encoder and to the first link interface.
The first link interface is to couple to a third link to transmit
unidirectional command information including the fifth
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error-detection information, and the first link interface is to
couple to the first link to communicate the write mask infor-
mation.

In another embodiment, a device is described. In some
embodiments, the device may be a memory device, including
a memory core that utilizes solid-state memory, semiconduc-
tor memory, organic memory and/or another memory mate-
rial. The device includes a second link interface that is to
couple to the first link to communicate bi-directional data and
the second link to transmit unidirectional error-detection
information. A fourth encoder is to dynamically add the third
error-detection information to at least the portion of the read
data. A second transmitter, coupled to the second link inter-
face, is to transmit the read data. A third receiver, coupled to
the second link interface, is to receive the write data. A fifth
encoder, coupled to an output from the third receiver, is to
dynamically add the fourth error-detection information to at
least the portion of the write data. A third transmitter is
coupled to the second link interface, and is selectively
coupled to one of an output from the fourth encoder and an
output from the fifth encoder.

The read data may be re-transmitted using the second
transmitter and the second link interface if the device receives
remedial action instructions from the controller. The write
data may be re-received using the third receiver and the sec-
ond link interface if the device receives remedial action
instructions from the controller.

The device may include a sixth encoder, coupled to an
output from the third receiver, to dynamically add sixth error-
detection information to at least the portion of the write mask
information. The second link interface is to couple to the third
link to receive the unidirectional command information. A
fourth receiver, coupled to the second link interface, is to
receive the fifth error-detection information. Second error-
detection logic, coupled to an output from the fourth receiver
and an output from the sixth encoder, is to determine errors in
at least the portion of the write mask information by compar-
ing the fifth error-detection information and the sixth error-
detection information. If an error is detected, the second
error-detection logic is to disable a write operation to the
memory core.

In another embodiment, a system is described. In some
embodiments, the system may be a memory system. The
system includes the controller and at least the device. The first
link interface in the controller is coupled to the first link and
the second link. The second link interface in the device is
coupled to the first link and the second link. In some embodi-
ments, the first link interface in the controller and the second
link interface in the device may each be coupled to the third
link.

In another embodiment, a process for operating a controller
is described. The first error-detection information is dynami-
cally added to at least the portion of the write data. The write
data is transmitted. The fourth error-detection information
corresponding to at least the portion of the write data is
received. The fourth error-detection information is compared
to a delayed version of the first error-detection information to
determine errors in at least the portion of the write data. If an
error is detected, an error condition is asserted.

In another embodiment, a process for operating a controller
is described. The read data is received. The second error-
detection information is dynamically added to at least the
portion of the read data. The third error-detection information
corresponding to at least the portion of the read data is
received. The second error-detection information is com-
pared to the third error-detection information to determine
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errors in at least the portion of the read data. If an error is
detected, an error condition is asserted.

In another embodiment, a process for operating a device is
described. The write mask information is received. The sixth
error-detection information is dynamically added to at least
the portion of the write mask information. The fifth error-
detection information corresponding to at least the portion of
the write mask information is received. The fifth error-detec-
tion information and the sixth error-detection information are
compared to determine errors in at least the portion of the
write mask information. If an error is detected, a write opera-
tion to the memory core is disabled.

In some embodiments, dynamically adding error-detection
information may include generating and/or incorporating
pre-existing error-detection code information and/or error
correction code information (such as a Bose-Chaudhuri-
Hochquenghem code) into at least a portion of the transmit
data (such as in one or more write data packets and/or one or
more read data packets) and/or at least a portion of the write
mask information. In some embodiments, the generated
error-detection code information is only used locally, i.e., it is
not transmitted with the write data and/or the write mask
information. In some embodiments, the dynamic adding of
respective error-detection code information may include gen-
erating and/or incorporating pre-existing error-detection
code information or error correction code information into at
least a portion of command information, such as commands
or address information. In some embodiments, the error-
detection code information (such as one or more parity bits or
parity codes) and/or error correction code information may be
generated in real time in accordance with at least a portion of
the transmit data, the write mask information and/or the com-
mand information. Such dynamically generated error-detec-
tion code information and/or error correction code informa-
tion may then be used locally and/or incorporated into the
transmit data, the write mask information and/or the com-
mand information.

In some embodiments, the controller and/or the device may
include instructions for and/or may perform one or more
additional actions during a respective retry remedial action.
The one or more additional actions may be mediated by retry
information transmitted from the controller to the device
and/or from the device to the controller. The instructions for
and/or the performance of the one or more additional actions
may include re-transmitting write data, read data, command
information and/or write mask information with at least a
portion of the re-transmitted write data, read data, command
information and/or write mask information having error pro-
tection provided by an error correction code that is dynami-
cally generated. The instructions for and/or the performance
of the one or more additional actions may include re-trans-
mitting write data, read data, command information and/or
write mask information with improved bit error rate (BER).
For example, re-transmission may use a circuit having a
power greater than that used in a previous transmission for
improved transmit characteristics; re-transmission may clock
the respective data or information with one symbol per clock
cycle (as opposed to transmitting on both rising and falling
clock edges or transmitting multiple symbols per clock
cycle); re-transmission may use a data or information rate that
is less than that used in the previous transmission by adjust-
ing, for example, a clock generator; re-transmission may use
a data or information stream having blanks inserted before
and/or after the respective data or information in order to have
an intersymbol interference that is less than that in the previ-
ous transmission; re-transmission may use a difterent modu-
lation code than that used in the previous transmission by
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adjusting, for example, a modulator; re-transmission may use
a voltage swing that is greater than that used in the previous
transmission by adjusting, for example, a voltage generator;
re-transmission may use a number of pins that are coupled to
one or more of the links (such as the first link, the second link
and/or the third link) that is less than the number of pins
coupled to one or more of the links in the previous transmis-
sion; re-transmission may occur after a predetermined idle
time (such as 1, 2 or several clock cycles, or 1, 2 or 3 symbol
periods, where a symbol period is an amount of time associ-
ated with communication of a symbol of write data or read
data); and/or re-transmission may use another transmitter
and/or receiver in the controller and/or in the device.

While some embodiments include separate first and second
links (i.e., side band communication) to communicate the
bi-directional data and the unidirectional error-detection
information between the controller and the device, in other
embodiments the bi-directional data and the unidirectional
error-detection information may be communicated using a
common link (i.e., in-band signaling). Such in-band signaling
may utilize a technique including time division multiplexing,
frequency division multiplexing and/or spread-spectrum sig-
naling.

In some embodiments, the first link, the second link and/or
the third link may include one or more pins, one or more lines
or wires, one or more pairs of wires, one or more reference or
back planes, one or more interconnects, one or more inter-
faces and/or one or more communications channels. The links
may be used for inter-chip communication, such as between
one or more semiconductor chips or dies, or for communica-
tion within a semiconductor chip, also known as intra-chip
communication, such as between modules in an integrated
circuit.

Insome embodiments, the controller and/or the device may
include control logic. The control logic may delay subsequent
write operations to the device until the retry remedial action is
completed, may delay command operations to a location in
the device corresponding to the write or read data until the
retry remedial action is completed, or may reorder receive
data after the retry remedial action is completed in order to
restore the read data received from the device during remedial
action to a position corresponding to an original sequence of
command operations.

The controller may also include a buffer. The buffer may be
used to avoid data hazards. The write data to be transmitted to
the device may be temporarily stored in the buffer and, if a
read to a location in the device corresponding to the write data
occurs during the retry remedial action, the write data may be
obtained from the buffer.

By incorporating the error detection, error correction and/
or retry modes of operation in the controller, the device or
systems including at least one controller and at least one
device, the embodiments allow occasional interconnect- or
communications-channel-induced bit errors and thereby may
allow a reduction in the BER requirements of the intercon-
nect. Such an additional degree of freedom may enable inter-
connects having increased bandwidth at lower cost and with
less complexity.

Reference will now be made in detail to embodiments,
examples of which are illustrated in the accompanying draw-
ings. In the following detailed description, numerous specific
details are set forth in order to provide a thorough understand-
ing of the subject matter presented herein. However, it will be
apparent to one of ordinary skill in the art that the subject
matter may be practiced without these specific details. In
other instances, well-known methods, procedures, compo-
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nents, and circuits have not been described in detail so as not
to unnecessarily obscure aspects of the embodiments.

Attention is now directed towards embodiments that
address the difficulties associated with the existing memory
systems described above. These embodiments may be uti-
lized in one or more controllers, one or more devices and/or
one or more systems. In some embodiments, the one or more
controllers may be memory controllers, the one or more
devices may be memory devices and/or the one or more
systems may be memory systems.

FIG. 1 is a block diagram illustrating an embodiment of a
system 200. The system 200 includes at least one controller
210 and one or more devices 218. While FIG. 1 illustrates the
system 200 having one controller 210 and three devices 218,
other embodiments may have additional controllers and
fewer or more devices 218. The controller 210 has control
logic 212 and each device 218 has control logic 220. In other
embodiments, some of the devices 218 may not have the
control logic 220. In embodiments where the devices 218 are
memory devices, two or more of the devices, such as devices
218-1 and 218-2, may be configured as a memory bank 216.

The controller 210 and the devices 218 are connected by
one or more links 214. While the system 200 illustrates three
links 214, other embodiments may have fewer or more links
214. The links 214 may be used for bi-directional and/or
uni-directional communications between the controller 210
and one or more of the devices 218. Bi-directional commu-
nication may be simultaneous. In some embodiments, one or
more of the links 214 and the corresponding transmitters,
such as transmitters 312 (FIG. 2A), and/or receivers, such as
receivers 322 (FIG. 2A), may be dynamically configured, for
example, by control logic 212, for bi-directional and/or uni-
directional communication.

Data may be communicated on one or more of the links 214
using one or more sub-channels, such as a baseband sub-
channel corresponding to a first frequency band and/or a
passband sub-channel corresponding to a second frequency
band. In some embodiments, such as those where at least one
of'the links 214 is ac-coupled, the baseband sub-channel may
not contain DC (i.e., does not include 0 Hz). In some embodi-
ments, the first frequency band and the second frequency
band may be orthogonal. In other embodiments there may be
substantial overlap of one or more neighboring pairs of fre-
quency bands. A respective sub-channel may also correspond
to a group of frequency bands.

The control logic 212 in the system 200 may be configured
to dynamically allocate and/or adjust one or more frequency
bands, such as the first frequency band and/or the second
frequency band, based on a predetermined data rate, for
example, multiple gigabits per second (“Gbits/s” or “Gbps™),
between the controller 210 and at least one of the devices 218
and/or the predetermined data rate between at least one of the
devices 218 and the controller 210. The control logic 212 may
dynamically allocate and/or adjust one or more frequency
bands in at least one link 214 by adjusting at least one corre-
sponding transmitter, such as one of the transmitters 312
(FIG. 2A), and at least one corresponding receiver, such as
one of the receivers 322 (FIG. 2B). In this example, adjust-
ments to at least one of the transmitters 312 (FIG. 2A) and/or
at least one of the receivers 322 (FIG. 2B) may be communi-
cated from the controller 210 to at least one of the devices 218
using at least one of the links 214.

While the embodiment 200 couples the controller 210 to
multiple devices 218, in other embodiments two or more
controllers may be coupled to one another. The coupled con-
trollers may utilize the unidirectional transfer of error code
information described below.
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The challenges associated with the existing systems may
be at least partially addressed by encoding error detection
codes or information on both sides of a link, for example, in
a controller and in one or more devices. Two versions of the
error-detection information, one generated in the controller
and another generated in one or more devices, may be com-
pared in the controller. If errors are detected, an error condi-
tion may be asserted and corresponding remedial action, such
as re-transmitted write and/or read data, may be taken. The
error-detection information may be communicated between
the device and the controller using in-band signaling or side-
band communication. As described further below with refer-
ence to FIG. 4, this approach may reduce an overall latency.

FIG. 2A is ablock diagram illustrating an embodiment 300
of a controller 308 incorporating unidirectional error code
information transfer. Write data 112 may be synchronized
using a flip-flop 310-1 (which is gated by a clock signal that
is not shown) and transmitted using transmitter 312-1 on
bi-directional data link 326. The write data 112 may also be
encoded using encoder 314-1 to generate first write-data
error-detection information. An embodiment of an encoder,
such as the encoder 314-1 is described further below with
reference to FIG. 6. The first write-data error-detection infor-
mation may be delayed by delay element 316-1 and coupled
to error-detection logic 318-1. The delay element 316-1 may
compensate for a round-trip delay discussed further below.

Referring to FIG. 2B, which illustrates an embodiment 350
of a device 352, the write data 112 may be received by a
receiver 322-3 and synchronized using a flip-flop 310-5
(which is gated by a clock signal that is not shown). The
received write data 112 may be coupled to an encoder 314-3
to generate second write-data error-detection information.
The second write-data error-detection information may be
synchronized using a flip-flop 310-6 and selectively coupled
to subsequent components using multiplexer 354. An output
from the multiplexer 354 may be synchronized using a flip-
flop 310-7 and transmitted on unidirectional error code link
324 using transmitter 312-2.

Referring back to FIG. 2A, the second write-data error-
detection information may be received by the controller 308
using receiver 322-1. The second write-data error-detection
information may be synchronized using a flip-flop 310-2 and
coupled to the error-detection logic 318-1. The error-detec-
tion logic 318-1 may compare the first write-data error-de-
tection information and the second write-data error-detection
information to determine if the write data 112 was received by
the device 352 without error. For example, the error detection
logic 318-1 may detect an error using a multi-bit XOR opera-
tion in conjunction with one or more parity bits associated
with the write data 112. If an error is detected, the error-
detection logic 318-1 may assert an error condition 320-1.
Retry logic 328 may perform remedial action if the error
condition 320-1 is asserted. The remedial action may include
re-transmitting the write data 112 to the device 352.

Referring back to FIG. 2B, a similar procedure may be
utilized for read data 122. The read data 122 may be synchro-
nized using a flip-flop 310-9 and transmitted using transmitter
312-3 on the bi-directional data link 326. The read data 122
may also be encoded using encoder 314-4 to generate first
read-data error-detection information. The first read-data
error-detection information may be synchronized using a
flip-flop 310-8 and selectively coupled to subsequent compo-
nents using the multiplexer 354. An output from the multi-
plexer 354 may be synchronized using the flip-flop 310-7 and
transmitted on the unidirectional error code link 324 using the
transmitter 312-2.
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Referring to FIG. 2A, the read data 122 may be received by
a receiver 322-2 and synchronized using the flip-flop 310-3.
The received read data 122 may be coupled to an encoder
314-2 to generate second read-data error-detection informa-
tion. The second read-data error-detection information may
be synchronized by a flip-flop 310-4 and coupled to error-
detection logic 318-2. The controller 308 may also receive the
first read-data error-detection information using the receiver
322-1. The first read-data error-detection information may be
synchronized using the flip-flop 310-2 and coupled to the
error-detection logic 318-2. The error-detection logic 318-2
may compare the first read-data error-detection information
and the second read-data error-detection information to deter-
mine if the read data 122 was received by the controller 308
without error. If an error is detected, the error-detection logic
318-2 may assert an error condition 320-2. The retry logic 328
may perform remedial action if the error condition 320-2 is
asserted. The remedial action may include transmitting retry
information to the device 352 (using a command link that is
not shown) such that the read data 122 may be re-transmitted
to the controller 308.

In some embodiments, at least one of the transmitters 312
may perform parallel-to-serial conversion. In some embodi-
ments, at least one of the receivers 322 may perform serial-
to-parallel conversion. While the retry logic 328 is incorpo-
rated in the controller 308 in the embodiment 300, in other
embodiments the retry logic 328 may be a separate compo-
nent. The retry logic 328 may include hardware, such as logic
gates to detect and/or interpret the respective error condition,
and/or software, including instructions corresponding to the
retry remedial action. Providing retry logic that can initiate
retry remedial actions enables a system to use transmit and
receive data rates greater than a first threshold while main-
taining an error rate lower than a second threshold. In some
embodiments the first threshold may be on the order of
approximately 1 Gbps, 2 Gbps, 5 Gbps or 10 Gbps. In an
exemplary embodiment, the second threshold is 107° with
error condition detection and retry. If error detection and retry
are not used, the second threshold may be 1071°.

In an exemplary embodiment, the flip-flops 310 have a one
clock cycle delay. The delay element 316-1 has a delay of five
clock cycles. A bandwidth used in the error code link 324 may
be much less than a bandwidth used in the data link 326.

While not shown, the controller 308 may include one or
more modulators, one or more de-modulators, one or more
voltage generators and at least one clock generator. The one or
more voltage generators may generate one or more voltage
signals that set signal levels of one or more of the transmitters
312 and/or the receivers 322. The clock generator may gen-
erate one or more clock signals that control timing of trans-
mitting and receiving of data by one or more of the transmit-
ters 312 and/or the receivers 322 using one or more of the
flip-flops 310. The one or more modulators and/or the one or
more de-modulators may implement bit-to-symbol coding
and symbol-to-bit coding, respectively. Suitable symbol cod-
ing may include two or more level pulse amplitude modula-
tion (PAM), such as two-level pulse amplitude modulation
(2PAM), four-level pulse amplitude modulation (4PAM),
eight-level pulse amplitude modulation (8PAM), sixteen-
level pulse amplitude modulation (16PAM) or a higher level
pulse amplitude modulation. In embodiments with one or
more passband sub-channels, multi-level PAM is also
referred to as multi-level on-off keying (OOK), such as two-
level on-off keying (200K), four-level on-off keying
(400K), eight-level on-oft keying (800K) or a higher level
on-off keying. Suitable coding in one or more passband sub-
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channels may also include two or more level quadrature
amplitude modulation (QAM).

The controller 308 (FIG. 2A) and the device 352 (FIG. 2B)
may have fewer or more components. Functions of two or
more components (as described above) may be implemented
in a single component. Alternatively, functions of some com-
ponents may be implemented in additional instances of the
components. While the embodiments 300 (FIG. 2A) and 350
(FIG. 2B) illustrate one transmitter 312 and two receivers
322, and two transmitters 312 and one receiver 322, respec-
tively, there may be fewer or more of these components.
While the data link 326 has been illustrated as bi-directional,
as noted previously this may include simultaneous bi-direc-
tional communication, reconfiguration for unidirectional
communication, as well as dynamic configuration of the data
link 326.

FIG. 3 is a diagram illustrating a data stream on the data
link 326 and an error code stream on the error code link 324
in an embodiment of a system 400 corresponding to the
embodiments 300 (FIG. 2A) and 350 (FIG. 2B). The system
400 illustrates a read-write (RW) bubble 412 and a write-read
(WR) bubble 418. While the system 400 illustrates single rate
clocking, in other embodiments dual data rate clocking (i.e.,
clocking on rising and falling edges of clock 410) or other
data rates with multiple symbols per clock cycle may be used.
While there is a larger write data to error code delay 414 in the
approach utilized in embodiments 300 (FIG. 2A) and 350
(FIG. 2B), the overall latency is reduced. By delaying the read
error code information relative to the read data, as illustrated
by read data to error code delay 416, a single encode delay
may be utilized, thereby allowing read data to be returned
more quickly.

As mentioned previously, while embodiments 300 (FIG.
2A) and 350 (FIG. 2B) illustrate an approach using sideband
communication, via the error code link 324, in other embodi-
ments in-band signaling may be utilized. This is illustrated in
FIGS. 4A and 4B.

FIG. 4A is ablock diagram illustrating an embodiment 500
of a controller 510 incorporating unidirectional error code
information transfer. The write data 112 may be synchronized
using a flip-flop 512-1 (which is gated by a clock signal that
is not shown) and transmitted using transmitter 514-1 on
bi-directional data and unidirectional error-code link 528.
The write data 112 may also be encoded using encoder 516-1
and flip-flop 512-2 to generate first write-read error-detection
information. The feedback loop may allow encoding of a
group of write data 112 symbols or data packets. The first
write-read error-detection information may be delayed by
delay element 518-1 (to compensate for a delay in receiving a
burst of read data 122 discussed further below) and coupled to
a multiplexer 520-1. The multiplexer may selectively couple
the first write-read error-detection information or a feedback
loop to an encoder 516-2 (the feedback loop may allow
encoding of a group of write data 112 symbols or data packets
along with a group of read data 122 symbols or data packets).
The encoder 516-2 may also have read data 122 as an input.
The encoder 516-2 may generate second write-read error-
detection information. An output from the encoder 516-2 may
be synchronized using flip-flop 512-3 and may be coupled to
error-detection logic 522.

Referring to FIG. 4B, which illustrates an embodiment 550
of a device 552, the write data 112 may be received by a
receiver 526-2 and synchronized using a flip-flop 512-6
(which is gated by a clock signal that is not shown). The
received write data 112 may be encoded using encoder 516-3
and flip-flop 512-7 to generate third write-read error-detec-
tion information. The feedback loop may allow encoding of a
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group of received write data 112 symbols or data packets. The
third write-read error-detection information may be delayed
by delay element 518-2 (to compensate for a delay in receiv-
ing a burst of read data 122) and coupled to a multiplexer
520-2. The multiplexer may selectively couple the third
write-read error-detection information or a feedback loop to
an encoder 516-4 (the feedback loop may allow encoding of
a group of received write data 112 symbols or data packets
along with a group of read data 122 symbols or data packets).
The encoder 516-4 may also have read data 122 as an input.
The encoder 516-4 may generate fourth write-read error-
detection information. An output from the encoder 516-4 may
be synchronized using flip-flop 512-8 and coupled to multi-
plexer 520-3. The multiplexer 520-3 may selectively couple
the fourth write-read error-detection information or the read
data 122 to a flip-flop 512-9 (for synchronization) and to a
transmitter 514-2. The transmitter 514-2 may transmit the
read data 122 and/or the fourth write-read error-detection
information on the data and error-code link 528.

Referring back to FIG. 4A, the read data 122 and/or the
fourth write-read error-detection information may be
received by the controller 510 using receiver 526-1. The
fourth write-read error-detection information and/or the read
data 122 may be synchronized using a flip-flop 512-5. As
mentioned previously, the read data 122 may be coupled to
the encoder 516-2. The fourth write-read error-detection
information may be coupled to the error-detection logic 522.
The error-detection logic 522 may compare the second write-
read error-detection information and the fourth write-read
error-detection information to determine if the write data 112
was received by the device 552 without error and if the read
data 122 was received by the controller 510 without error. For
example, the error detection logic 522 may detect an error
using a multi-bit XOR operation in conjunction with one or
more parity bits associated with the write data 112 and the
read data 122. If an error is detected, the error-detection logic
522 may assert an error condition 524. Retry logic 530 may
perform remedial action if the error condition 524 is asserted.
The remedial action may include re-transmitting the write
data 112 to the device 552 and re-transmitting the read data to
the controller 510. The remedial action may include transmit-
ting retry information to the device 552 (using a command
link that is not shown) such that the read data 122 may be
re-transmitted to the controller 510.

In some embodiments, at least one of the transmitters 514
may perform parallel-to-serial conversion. In some embodi-
ments, at least one of the receivers 526 may perform serial-
to-parallel conversion. While the retry logic 530 is incorpo-
rated in the controller 510 in the embodiment 500, in other
embodiments the retry logic 530 may be a separate compo-
nent. The retry logic 530 may include hardware, such as logic
gates to detect and/or interpret the respective error condition,
and/or software, including instructions corresponding to the
retry remedial action. The retry remedial action may enables
transmit and receive data rates greater than the first threshold
with an error rate lower than the second threshold. In some
embodiments the first threshold may be on the order of
approximately 1 Gbps, 2 Gbps, 5 Gbps or 10 Gbps. In an
exemplary embodiment, the second threshold is 1072° with
error condition detection and retry. If error detection and retry
are not used, the second threshold may be 1071°.

In an exemplary embodiment, the flip-flops 512 have a one
clock cycle delay. The delay elements 518 may delay the most
recent encoded write data 112 until the next burst of read data
122 is received. If a read burst is not received within a pre-
determined time interval, the controller 510 may instruct the
device 552 to provide the fourth write-read error detection
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information directly without waiting for the read burst using
a command transmitted on the command link (not shown).
Time division multiplexing may be utilized on the data and
error-code link 528 to interleave the write data 112, the read
data 122 and the fourth write-read error-detection informa-
tion. The encoders 516 may generate error-detection infor-
mation for four data packets of write data 112 and four data
packets of read data 122 which are coded as a group. Each
data packet may include thirty-two bits of data. The data and
error-code link 528 may include sixteen parallel signal lines.
The encoders 516 may, at least in part, implement a vertical/
horizontal parity code in conjunction with a cyclic redun-
dancy code (CRC). In other embodiments, the encoders 516
may implement a CRC code, a parity code, a Hamming code,
a Reed-Solomon code, and/or another error checking and
correction code.

While not shown, the controller 510 may include one or
more modulators, one or more de-modulators, one or more
voltage generators and at least one clock generator. The one or
more voltage generators may generates one or more voltage
signals that set signal levels of one or more of the transmitters
514 and/or the receivers 526. The clock generator may gen-
erate one or more clock signals that control timing of trans-
mitting and receiving of data by one or more of the transmit-
ters 514 and/or the receivers 526 using one or more of the
flip-flops 512. The one or more modulators and/or the one or
more de-modulators may implement bit-to-symbol coding
and symbol-to-bit coding, respectively. Suitable symbol cod-
ing may include two or more level pulse amplitude modula-
tion (PAM), such as two-level pulse amplitude modulation
(2PAM), four-level pulse amplitude modulation (4PAM),
eight-level pulse amplitude modulation (8PAM), sixteen-
level pulse amplitude modulation (16PAM) or a higher level
pulse amplitude modulation. In embodiments with one or
more passband sub-channels, multi-level PAM is also
referred to as multi-level on-off keying (OOK), such as two-
level on-off keying (200K), four-level on-off keying
(400K), eight-level on-oft keying (800K) or a higher level
on-off keying. Suitable coding in one or more passband sub-
channels may also include two or more level quadrature
amplitude modulation (QAM).

The controller 510 and the device 552 (FIG. 4B) may have
fewer or more components. Functions of two or more com-
ponents (as described above) may be implemented in a single
component. Alternatively, functions of some components
may be implemented in additional instances of the compo-
nents. While the embodiments 500 and 550 (FIG. 4B) illus-
trate one transmitter 514 and one receiver 526 there may be
fewer or more of these components. While the data and error-
code link 528 has been illustrated as bi-directional for data
and unidirectional for error-code information, as noted pre-
viously this may include simultaneous bi-directional commu-
nication, reconfiguration for unidirectional communication,
as well as dynamic configuration of the data and error-code
link 528.

FIG. 5 is a diagram illustrating a data stream 612 and a
command stream 610 in an embodiment of a system 600
corresponding to the embodiments 500 (FIG. 4A) and 550
(FIG. 4B). While the system 600 illustrates single rate clock-
ing, in other embodiments dual data rate clocking (i.e., clock-
ing on rising and falling edges of the clock 410) or other data
rates with multiple symbols per clock cycle may be used. In
the system 600, read and write data are separated by read-
write (RW) bubble 412 and write-read bubble (WR) 614. In
the encoders 516, N, cycles 616 of write data 112 and N,
cycles 618 of read data 122 are concatenated and encoded.
The resulting write-read error-detection information (SD) is
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transmitted during cycle 620. Cycle 620 may coincide with a
synchronization command (S) sent by the controller 510
(FIG. 4A) at the end of a read command sequence. As
described previously, in an exemplary embodiment, the N,
cycles 616 and the Ny cycles 618 may number four.

FIG. 6 is a block diagram illustrating an embodiment 700
of generating error code bits, such as the write or read error-
detection information in embodiments 300 (FIG. 2A) and 350
(FI1G. 2B). Sixteen bit slices 708, each containing sixteen bits,
are bit-wise summed to generate horizontal parity 710 and
vertical parity 712, respectively. The input data may include
two-hundred fifty-six bits of write data 112 or two-hundred
fifty-six bits of read data 122. The input bits in embodiment
700 are intended as an illustration. Other embodiments may
use a different number of bits and/or a different number of bit
slices.

The horizontal parity is encoded using a CRC coder 714-1
and the vertical parity is encoded using a CRC coder 714-2. In
an exemplary embodiment, each of the CRC coders 714 may
implement six-bit encoding using six XOR gates each having
sixteen inputs. The CRC coders 714 may output write or read
error-detection information or error check (ECHK) bits 716,
which are also referred to as check codes. In an exemplary
embodiment, each CRC coder 714 may output six bits for a
given set of input data, such as horizontal or vertical input
bits. An additional four blank bits may also be included. Note
that in general a CRC encoder with a k-bit check code can
cover up to 2!-k-1 input data bits. The check code (k bits)
and the data bits (up to 2°'-k-1 bits) together are called a
code word. Any one-bit, two-bit or three-bit errors and any
burst errors with length at most k in a code word can be
detected by the CRC code. The CRC coder 714 may use the
polynomial

XX+ 4P+ X+1

as a generation polynomial. The horizontal and vertical parity
bits may be multiplied with a generation matrix correspond-
ing to the generation polynomial to generate the check codes.
A further approach addresses the issue of write masking
when a bidirectional data link, such as the data link 326 (FIG.
2A), couples a memory controller and a memory device.
Write mask information permits individual bytes of write data
112 to be written or not-written into a respective column
address location. Such write mask information may be trans-
ferred between a controller, such as the controller 308 (FIG.
2A), and a device, such as the device 352 (FIG. 2B), using
sideband communication or in-band signaling. In embodi-
ments with a sideband link, there may be Vs fewer signal lines
than in the data link. In in-band signaling, the write mask
information may be communicated on the data link. A write
key technique may be used or bandwidth in the data link may
be allocated explicitly for the write mask information. In
these embodiments, the data rate of the write mask informa-
tion may be the same as that used for the write data.
Whether write mask information is communicated using
sideband communication or in-band signaling, it may be sus-
ceptible to errors during communication on a link. The reme-
dial action and retry instructions described previously may
not, however, adequately address errors in the write mask
information. This is because an error in the write mask infor-
mation may result in erroneous overwriting of a byte location
that is not supposed to be overwritten. In the case of an error
in the received write data 112, the bad data in the device, such
as the device 352 (FIG. 2B), is only a copy. The original write
data 112 is in the controller, such as the controller 308 (FIG.
2A), and may be re-transmitted. In the case of some errors in
the write mask information, however, the only copy of data at
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a byte location that is not to be written resides at that byte
location in the device. There is no copy in the controller. As a
consequence, an error in the write mask information could
destroy the only copy of the data at that byte location.

FIGS. 7A and 7B illustrate embodiments of a solution to
this challenge.

FIG. 7A is ablock diagram illustrating an embodiment 800
of a controller 810. The controller 810 may be a memory
controller. A data stream containing write data 812 and write
mask information is coupled to an encoder 314-5. The
encoder receives the write mask information and generates
first write-mask error-detection information. The first write-
mask error-detection information is synchronized using a
flip-flop 310-10 and is coupled to a transmitter 312-4.
Address and command information 814 is synchronized
using a flip-flop 310-12 and is also coupled to the transmitter
312-4. The transmitter 312-4 transmits the address and com-
mand information 814 and the first write-mask error-detec-
tion information on a request link 818. The request link 818
may operate at a lower data rate that the data link 326. Such as
lower data rate may reduce a probability of an error during the
communication of the first write-mask error-detection infor-
mation. The write mask information 816 may also be syn-
chronized using flip-flop 310-1 and coupled to the transmitter
312-1. The transmitter transmits the write data 812 and the
write mask information 816 on the data link 326.

FIG. 7B illustrates an embodiment 850 of a device 852,
which may be a memory device. The write mask information
816 may be received by receiver 322-3. The write mask
information 816 may synchronized using a flip flop 310-5.
The write mask information 816 may be encoded using
encoder 314-6 to generate second write-mask error-detection
information. The second write-mask error-detection informa-
tion may be coupled to error detection logic 318-3.

The first write-mask error-detection information may be
received via the request link 818 using receiver 322-4. The
first write-mask error-detection information may be synchro-
nized using flip-flop 310-11 and coupled to the error-detec-
tion logic 318-3. The error-detection logic 318-3 may com-
pare the first write-mask error-detection information and the
second write-mask error-detection information to determine
if the write mask information 816 has been received without
an error. If no error has occurred, the write operation is
allowed to proceed. If an error has occurred, the error-detec-
tion logic 318-3 may output signals that disables a write
operation 856 to a memory core, thereby prevent an acciden-
tal erasure of the data at the corresponding column address
location. The device 852 may transmit retry instructions to the
controller 810 (FIG. 7A), for example, using a retry link (not
shown). The retry instructions may request that the write
mask information 816 and/or the corresponding write data
812 be re-transmitted. The retry instructions may be pro-
cessed by retry logic 820 (FIG. 7A).

The approach described in embodiments 800 (FIG. 7A)
and 850 may be utilized if there is sufficient space and/or
bandwidth on the request link 818. This is often the case since
arow address in the address and command information 814 is
typically larger in size than a corresponding column address.
If there are multiple devices 852, such as multiple DRAM
chips, however, there may not be sufficient communications
capacity on the request link 818. In such a circumstance, a
separate link may be included for the write-mask error-detec-
tion information. Alternatively, different error-detection
codes may be utilized for different groups of one or more
devices 852 coupled to a common request link 818.

Attention is now directed towards processes for operating
controllers, devices and/or systems. FIG. 8 is a flow diagram
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illustrating a method of operation of an embodiment 900 of a
system. First write-data error-detection information is
dynamically added to at least a portion of write data (910).
Dynamically adding error-detection information may include
generating (for example, in real time) and appending error-
detection information. The write data is transmitted (912).
Second write-data error-detection information corresponding
to at least the portion of the write data is received (914). The
second write-data error-detection information and a delayed
version of the first write-data error-detection information are
compared to determine errors in at least the portion of the
write data (916). An error condition is asserted if an error is
detected (918). In some embodiments, there may be fewer or
additional operations, an order of the operations may be rear-
ranged and/or two or more operations may be combined.

FIG. 9 is a flow diagram illustrating a method of operation
of an embodiment 1000 of a system. Read data is received
(1010). First read-data error-detection information is
dynamically added to at least a portion of the read data (1012).
Second read-data error-detection information corresponding
to at least the portion of the read data is received (1014). The
first read-data error-detection information and the second
read-data error-detection information are compared to deter-
mine errors in at least the portion of the read data (1016). An
error condition is asserted if an error is detected (1018). In
some embodiments, there may be fewer or additional opera-
tions, an order of the operations may be rearranged and/or two
or more operations may be combined.

FIG. 10 is a flow diagram illustrating a method of operation
of'an embodiment 1100 of a system. Write mask information
is received (1110). First write-mask error-detection informa-
tion is dynamically added to at least a portion of the write
mask information (1112). Second write-mask error-detection
information corresponding to at least the portion of the write
mask information is received (1114). The first write-mask
error-detection information and the second write-mask error-
detection information are compared to determine errors in at
least the portion of the write mask information (1116). A
write operation to a memory core is disabled if an error is
detected (1118). In some embodiments, there may be fewer or
additional operations, an order of the operations may be rear-
ranged and/or two or more operations may be combined.

The unidirectional transfer of error-detection information
and related methods of operation are well-suited for use in
improving communication in systems and devices. They are
also well-suited for use in improving communication
between a memory controller chip and a DRAM chip. The
DRAM chip may be either on the same printed circuit board
as the controller or embedded in a memory module. The
apparatus and methods described herein may also be applied
to other memory technologies, such as static random access
memory (SRAM) and electrically erasable programmable
read-only memory (EEPROM).

Devices and circuits described herein can be implemented
using computer aided design tools available in the art, and
embodied by computer readable files containing software
descriptions of such circuits, at behavioral, register transfer,
logic component, transistor and layout geometry level
descriptions stored on storage media or communicated by
carrier waves. Data formats in which such descriptions can be
implemented include, but are not limited to, formats support-
ing behavioral languages like C, formats supporting register
transfer level RTL languages like Verilog and VHDL, and
formats supporting geometry description languages like
GDSII, GDSIII, GDSIV, CIF, MEBES and other suitable
formats and languages. Data transfers of such files on
machine readable media including carrier waves can be done
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electronically over the diverse media on the Internet or
through email, for example. Physical files can be imple-
mented on machine readable media such as 4 mm magnetic
tape, 8 mm magnetic tape, 3% inch floppy media, CDs, DVDs
and so on.

FIG. 11 is a block diagram an embodiment of a system
1200 for storing computer readable files containing software
descriptions of the circuits. The system 1200 may include at
least one data processor or central processing unit (CPU)
1210, a memory 1214 and one or more signal lines 1212 for
coupling these components to one another. The one or more
signal lines 1212 may constitute one or more communica-
tions busses.

The memory 1214 may include high-speed random access
memory and/or non-volatile memory, such as one or more
magnetic disk storage devices. The memory 1214 may store a
circuit compiler 1216 and circuit descriptions 1218. The cir-
cuit descriptions 1218 may include circuit descriptions for
transmit and receive circuits 1220, one or more synchroniza-
tion circuits 1222 (such as flip-flops), one or more multiplex-
ers 1224, one or more encoders 1226, one or more delay
circuits 1228, one or more error-detection logic circuits 1230,
one or more memory cores 1232, one or more controller
circuits 1234 and/or one or more retry logic circuits 1236.

Attention is now directed towards additional embodiments
of unidirectional error-code transfer. In some embodiments, a
controller includes a link interface, a first encoder, a first
transmitter, a first delay element coupled to an output from the
first encoder, a first receiver coupled to the link interface, a
second encoder coupled to an output from the first receiver, a
second receiver coupled to the link interface, and error-detec-
tion logic coupled to an output from the first delay element, an
output from the second encoder and an output from the sec-
ond receiver. The link interface is to couple to a first link to
communicate bi-directional data and a second link to transmit
unidirectional error-detection information. The first encoder
is to dynamically add first error-detection information to at
least a portion of write data. The first transmitter is to transmit
the write data. The first receiver is to receive read data. The
second encoder is to dynamically add second error-detection
information to at least a portion of the read data. The second
receiver is to receive third error-detection information corre-
sponding to at least the portion of the read data and fourth
error-detection information corresponding to at least the por-
tion of the write data. The error-detection logic is to determine
errors in at least the portion of the write data by comparing the
first error-detection information and the fourth error-detec-
tion information, and is to determine errors in at least the
portion of the read data by comparing the second error-detec-
tion information and the third error-detection information,
and, if an error is detected, is to assert an error condition.

The controller may include retry logic to perform a retry
remedial action if the error condition is asserted. In some
embodiments, the retry remedial action includes re-transmit-
ting the write data using the first transmitter and the link
interface. In some embodiments, the retry remedial action
includes re-receiving the read data using the first receiver and
the link interface after the read data is re-transmitted by a
device.

The controller may include a third encoder to dynamically
add fifth error-detection information to at least a portion of
write mask information and a second transmitter coupled to
an output from the third encoder and to the link interface. The
link interface may couple to a third link to transmit unidirec-
tional command information including the fifth error-detec-
tion information. The link interface may couple to the first
link to communicate the write mask information.
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In another embodiment, a device includes a link interface,
a first encoder, a first transmitter is coupled to the link inter-
face, a first receiver coupled to the link interface, a second
encoder coupled to an output from the first receiver, and a
second transmitter coupled to the link interface, and selec-
tively coupled to one of an output from the first encoder and
an output from the second encoder. The link interface is to
couple to a first link to communicate bi-directional data and a
second link to receive unidirectional error-detection informa-
tion. The first encoder is to dynamically add first error-detec-
tion information to at least a portion of read data. A first
transmitter is to transmit the read data. The first receiver is to
receive write data. The second encoder is to dynamically add
second error-detection information to at least a portion of the
write data.

The read data may be re-transmitted using the first trans-
mitter and the link interface if the device receives remedial
action instructions from a controller.

The write data may be re-received using the first receiver
and the link interface if the device receives remedial action
instructions from a controller.

The device may include a third encoder coupled to an
output from the first receiver, a second receiver coupled to the
link interface, and error-detection logic coupled to an output
from the second receiver and an output from the third encoder.
The third encoder is to dynamically add third error-detection
information to at least a portion of write mask information.
The link interface is to couple to a third link to receive uni-
directional command information including fourth error-de-
tection information. The error-detection logic is to determine
errors in at least the portion of the write mask information by
comparing the third error-detection information and the fifth
error-detection information, and, if an error is detected, is to
disable a write operation to a memory core.

In other embodiments, a system includes a first link to
communicate bi-directional data, a second link to communi-
cate unidirectional error-detection information, a controller,
and a device. The controller includes a first link interface
coupled to the first link and the second link, a first encoder to
dynamically add first error-detection information to at least a
portion of write data, a first transmitter coupled to the first link
interface, a first delay element coupled to an output from the
first encoder, a first receiver coupled to the first link interface,
a second encoder coupled to an output from the first receiver,
a second receiver coupled to the first link interface, and first
error-detection logic coupled to an output from the first delay
element, an output from the second encoder and an output
from the second receiver. The first transmitter is to transmit
the write data. The first receiver is to receive read data. The
second encoder is to dynamically add second error-detection
information to at least a portion of the read data. The second
receiver is to receive third error-detection information corre-
sponding to at least the portion of the read data and fourth
error-detection information corresponding to at least the por-
tion of the write data. The first error-detection logic is to
determine errors in at least the portion of the write data by
comparing the first error-detection information and the fourth
error-detection information, and is to determine errors in at
least the portion of the read data by comparing the second
error-detection information and the third error-detection
information, and, if an error is detected, is to assert an error
condition. The device includes a second link interface
coupled to the first link and the second link, a third encoder to
dynamically add the third error-detection information to at
least a portion of the read data, a second transmitter coupled
to the second link interface, a third receiver coupled to the
second link interface, a fourth encoder coupled to an output



US 9,092,352 B2

17

from the third receiver, and a third transmitter coupled to the
second link interface, and selectively coupled to one of an
output from the third encoder and an output from the fourth
encoder. The second transmitter is to transmit the read data.
The third receiver is to receive the write data. The fourth
encoder is to dynamically add the fourth error-detection
information to at least a portion of the write data.

A retry remedial action may be performed if the error
condition is asserted. In some embodiments, the retry reme-
dial action includes instructions for re-transmitting the write
data using the first transmitter and the link interface in the
controller. In some embodiments, the retry remedial action
includes instructions re-receiving the read data using the first
receiver and the link interface in the controller after the read
data is re-transmitted using the second transmitter and the
second link interface in the device.

The system may include a third link to communicate uni-
directional command information. The controller may
include a fifth encoder to dynamically add fitth error-detec-
tion information to at least a portion of write mask informa-
tion and a fourth transmitter coupled to an output from the
third encoder and to the link interface. The first link interface
is coupled to a third link to transmit unidirectional seventh
error-detection information. The first link interface is coupled
to the first link to communicate the write mask information.
The device may include a sixth encoder coupled to an output
from the third receiver, a fourth receiver coupled to the second
link interface, and a second error-detection logic coupled to
an output from the fourth receiver and an output from the
fourth encoder. The sixth encoder is to dynamically add sixth
error-detection information to at least a portion of the write
mask information. The second link interface is coupled to the
third link and the fourth receiver is to receive the fifth error-
detection information. The second error-detection logic is to
determine errors in at least the portion of the write mask
information by comparing the fifth error-detection informa-
tion and the sixth error-detection information, and, if an error
is detected, is to disable a write operation to a memory core.

In another embodiment, a controller includes a link inter-
face, an encoder to dynamically add first error-detection
information to at least a portion of write data, a transmitter
coupled to the link interface, a delay element coupled to an
output from the encoder, a receiver coupled to the link inter-
face, and error-detection logic coupled to an output from the
delay element and an output from the receiver. The link inter-
face is to couple to a first link to communicate bi-directional
data and a second link to transmit unidirectional error-detec-
tion information. The transmitter is to transmit the write data.
The receiver is to receive second error-detection information
corresponding to at least the portion of the write data. The
error-detection logic is to determine errors in at least the
portion ofthe write data by comparing the first error-detection
information and the second error-detection information, and,
if an error is detected, is to assert an error condition.

In another embodiment, a controller includes a link inter-
face, a first receiver coupled to the link interface, an encoder
coupled to an output from the first receiver, a second receiver
coupled to the link interface, and error-detection logic
coupled to an output from the encoder and an output from the
second receiver. The link interface is to couple to a first link to
communicate bi-directional data and a second link to transmit
unidirectional error-detection information. The first receiver
is to receive read data. The encoder is to dynamically add first
error-detection information to at least a portion of the read
data. The second receiver is to receive second error-detection
information corresponding to at least the portion of the read
data. The error-detection logic is to determine errors in at least
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the portion of the read data by comparing the first error-
detection information and the second error-detection infor-
mation, and, if an error is detected, is to assert an error
condition.

In another embodiments, a system includes a link to com-
municate bi-directional data and unidirectional error-detec-
tion information, a controller, and a device. The controller
includes a first link interface, a first encoder to dynamically
add first error-detection information to at least a portion of
write data, a first transmitter coupled to the first link interface,
a first delay element coupled to an output from the first
encoder, a first receiver coupled to the link interface, a second
encoder coupled to an output from the first receiver and selec-
tively coupled to an output from the first delay element, and
error-detection logic coupled to an output from the second
encoder and an output from the first receiver. The first link
interface is to couple to the link. The first transmitter is to
transmit the write data. The first receiver is to receive read
data and second error-detection information corresponding to
at least a portion of the read data and at least the portion of the
write data. The second encoder is to dynamically add third
error-detection information to at least the portion of the read
data and at least the portion of the write data. The error-
detection logic is to determine errors in at least the portion of
the write data and at least the portion of the read data by
comparing the second error-detection information and the
third error-detection information, and, if an error is detected,
is to assert an error condition. The device includes a second
link interface, a second receiver coupled to the second link
interface, a third encoder to dynamically add fourth error-
detection information to at least a portion of write data, a
second delay element coupled to an output from the third
encoder, a fourth encoder coupled to read data and selectively
coupled to an output from the second delay element, and a
second transmitter coupled to the second link interface, selec-
tively coupled to the read data and selectively coupled to an
output from the fourth encoder. The second link interface is to
couple to the link. The receiver is to receive write data. The
fourth encoder is to dynamically add the second error-detec-
tion information to at least the portion of the write data and at
least a portion of the read data. The second transmitter is to
transmit the read data and the second error-detection infor-
mation.

In another embodiment, a device includes a link interface,
a receiver coupled to the link interface, a first encoder to
dynamically add first error-detection information to at least a
portion of write data, a delay element coupled to an output
from the first encoder, a second encoder coupled to read data
and selectively coupled to an output from the delay element,
and a first transmitter coupled to the link interface, selectively
coupled to the read data and selectively coupled to an output
from the second encoder. The link interface is to couple to a
link to communicate bi-directional data and unidirectional
error-detection information. The receiver is to receive write
data. The second encoder is to dynamically add second error-
detection information to at least the portion of the write data
and at least a portion of the read data. The first transmitter is
to transmit the read data and the second error-detection infor-
mation.

In another embodiment, a controller includes a link inter-
face, a first encoder to dynamically add first error-detection
information to at least a portion of write data, a transmitter
coupled to the link interface, a delay element coupled to an
output from the first encoder, a receiver coupled to the link
interface, a second encoder coupled to an output from the
receiver and selectively coupled to an output from the delay
element, and error-detection logic coupled to an output from
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the second encoder and an output from the receiver. The link
interface is to couple to a link to communicate bi-directional
data and unidirectional error-detection information. The
transmitter is to transmit the write data. The first receiver is to
receive read data and second error-detection information cor-
responding to at least a portion of the read data and at least the
portion of the write data. The second encoder is to dynami-
cally add third error-detection information to at least the
portion of the read data and at least the portion of the write
data. The error-detection logic is to determine errors in at least
the portion of the write data and at least the portion of the read
data by comparing the second error-detection information
and the third error-detection information, and, if an error is
detected, is to assert an error condition.

In another embodiment, a device includes a link interface,
a first receiver coupled to the link interface, an encoder to
dynamically add first error-detection information to at least a
portion of the write mask information, a second receiver
coupled to the link interface, and error-detection logic
coupled to an output from the second receiver and an output
from the encoder. The link interface is to couple to a first link
to communicate write mask information and a second link to
receive unidirectional error-detection information. The first
receiver is to receive the write mask information. The second
receiver is to receive second error-detection information. The
error-detection logic is to determine errors in at least the
portion of the write mask information by comparing the first
error-detection information and the second error-detection
information received by the second receiver, and, if an erroris
detected, is to disable a write operation to a memory core.

The foregoing descriptions of specific embodiments of the
present invention are presented for purposes of illustration
and description. They are not intended to be exhaustive or to
limit the invention to the precise forms disclosed. Rather, it
should be appreciated that many modifications and variations
are possible in view of the above teachings. The embodiments
were chosen and described in order to best explain the prin-
ciples of the invention and its practical applications, to
thereby enable others skilled in the art to best utilize the
invention and various embodiments with various modifica-
tions as are suited to the particular use contemplated.

What is claimed is:

1. A memory controller integrated circuit, comprising:

a transmit circuit that transmits a block of write data to a
dynamic random access memory (DRAM) device,
where the block of data comprises a plurality of sequen-
tial data bit sets, sent over each of a plurality of bus lines;

an encoder to generate first error-detection information
corresponding to the block of write data; and

logic circuitry to receive information from the DRAM
device and signal an error condition based on the first
error-detection information and the information
received from the DRAM device, the logic circuitry to
perform a remedial action in the event that the logic
circuitry signals the error condition, the remedial action
including retransmitting the write data to the DRAM.

2. The memory controller integrated circuit of claim 1,
wherein the first error-detection information comprises a first
cyclic redundancy check (CRC) code, and the information
received from the DRAM device includes a second cyclic
redundancy check (CRC) code generated by the DRAM
device.

3. The memory controller integrated circuit of claim 1,
further comprising circuitry to synchronize the first error-
detection information and the information received from the
DRAM device.
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4. The memory controller integrated circuit of claim 1,
wherein the logic circuitry is further to compare the first
error-detection information and the information received
from the DRAM device to determine ifthe block of write data
was received by the DRAM device without error.

5. The memory controller integrated circuit of claim 1,
wherein the encoder comprises a first encoder;

the memory controller further comprises a receive circuit
to receive a block of read data from the DRAM device,
followed by second error-detection information corre-
sponding to the block of read data, and a second encoder
to generate third error-detection information from the
block of read data; and

the logic circuitry is further to receive the second error-
detection information and the third error-detection
information, and detect an error condition based on the
second error-detection information and the third error-
detection information.

6. The memory controller integrated circuit of claim 5,
wherein the second error-detection information and the third
error-detection information comprise a third cyclic redun-
dancy check (CRC) code and a fourth cyclic redundancy
check (CRC) code.

7. The memory controller integrated circuit of claim 5,
wherein the logic circuitry is further to compare the second
error-detection information and the third error-detection
information to determine if the block of read data was
received without error.

8. The memory controller integrated circuit of claim 1,
wherein

the encoder comprises a first encoder;

the memory controller further comprises a first receive
circuit to receive a block of read data from the DRAM
device via a data link, a second receive circuit to receive
the second error-detection information corresponding to
the block of read data from the DRAM device via an
error code link, and a second encoder to generate third
error-detection information from the block of read data.

9. The memory controller integrated circuit of claim 8,
wherein the logic circuitry is further to receive the second
error-detection information and the third error-detection
information, and detect an error condition based on the sec-
ond error-detection information and the third error-detection
information.

10. A memory controller integrated circuit, comprising:

a transmit circuit that transmits to a dynamic random
access memory (DRAM) device a block of write data
that comprises a plurality of sequential data bit sets, sent
over each of a plurality of bus lines;

logic circuitry to generate cyclical redundancy check
(CRC) information corresponding to the block of write
data, the logic circuitry to signal an error based on infor-
mation received from the DRAM device, the circuitry to
perform a remedial action in the event that the logic
circuitry signals the error, the remedial action including
retransmitting the write data to the DRAM device.

11. The memory controller integrated circuit of claim 10,
wherein the CRC information comprises a first cyclic redun-
dancy check code, and the information received from the
DRAM device includes a second cyclic redundancy check
code generated by the DRAM device.

12. The memory controller integrated circuit of claim 10,
wherein

the generated CRC information comprises first CRC infor-
mation;

the memory controller further comprises a receive circuit
to receive a block of read data from the DRAM device,
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followed by second CRC information corresponding to
the block of read data, and an encoder to generate third
CRC information from the block of read data; and

the logic circuitry is further to receive the second CRC
information and the third CRC information, and detect
an error condition based on the second CRC information
and the third CRC information.

13. The memory controller integrated circuit of claim 10,
wherein the logic circuitry is further to compare the second
CRC information and the third CRC information to determine
if the block of read data was received without error.

14. An integrated circuit device comprising:

atransmit circuit that transmits a block of data to an exter-

nal integrated circuit (IC) device, where the block of data
comprises a plurality of sequential data bit sets, sent over
each of a plurality of bus lines;

an encoder to generate first cyclical redundancy check

(CRC) information corresponding to the block of data,
wherein the transmit circuit is to transmit the first CRC
information to the external IC device; and

circuitry to perform a remedial action in the event that an

error is detected based on the first CRC information,
wherein the remedial action comprises retransmission of
the block of data.

15. The integrated circuit device of claim 14, wherein the
integrated circuit device is a dynamic random access memory
(DRAM) device, and the block of data is read data.
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16. The integrated circuit device of claim 15, further
including a receive circuit to receive a block of write data
from the external IC device;

wherein the transmit circuit is further to transmit to the

external IC device second cyclical redundancy check
(CRC) information corresponding to the block of write
data.

17. The integrated circuit device of claim 16, further
including delay circuitry for delaying transmission of the
second cyclical redundancy check (CRC) information to the
external IC device.

18. The integrated circuit device of claim 16, wherein the
encoder comprises a read data encoder, and the integrated
circuit device further includes a write data encoder to receive
the write data and generate the second cyclical redundancy
check (CRC) information corresponding to the block of write
data.

19. The integrated circuit device of claim 15, wherein the
transmit circuit comprises a first transmit circuit, the inte-
grated circuit device further including a receive circuit to
receive a block of write data from the external IC device, and
a second transmit circuit to transmit to the external IC device
second cyclical redundancy check (CRC) information corre-
sponding to the block of write data.
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